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1 Important Notes

1.1 Clearing the browser cache to display the new menu design

Since the new release brings with it a new medasign (see chapte2.]), every user shoulémpty hisbrowser cachevhen

calling up the new release for the first time, since the design code typically cached by the browser has changed due to the
new main menu. Onepossibility is, for example, to refresh the iris website in the browser'@al" + "F5.

1.2 Implementation of new standard notification rules

In addition to the new menu design, eleven new standard rules for thredated user notifications are delivereditl version
22/R2 (see chapteR.?). These are automatically activated after the update to the new version. In the administration of the
user notifications, the new rules can be identified using the filtédser actionis equal daté and then be deactivated if
necessary (seb ifecycledto "Inactive"). In addition, the individuamail hintscan be added to the new natification rules.

1.3 New userrole permissions for excel import of persons

In the list view of the person register, it is now possible to impariutiple) personsor companies via Excel (seghapter

3.5). A prerequisite for the availability of the import functionality is that the user role of the user contains the correspgndi
permission This is notautomaticallyassigned to the existing user roles when the release is delivered, i.e. it is deactivated
by default for all user groups. To activate theermission the respective user rolenust be assignedhe corresponding

entry (activate checkbox)

System
View persons in register

Create and edit persons in register

LRI |

Delete persons from register

Import persons

View topics

Create and edit topics
Delete topics

View text blocks

Create and edit text blocks
Delete text blocks

View notification rules

Create and edit notification rules

SRR RE R R A A

Nalata natificatinn nilac

FigurelPermission for the import of persons

ibi systems GmbH Page3/19



ReleaseNews 22/R2 4 ibi systems iris

2 Highlights

2.1 New menu design

For a more appealing and compact user interface, the design of the navigation menu has been mogdedniThere is now
no longer a separate blue status bar and menu bar below it, but omlye integrated blue menu bar in which the various
functions are located with the corresponding icons.

Crvian e v Automote Soluons v & ()

Unauthorized access of CAD database

Overviow Masierdata  Monitoing  History

Profile ~  Classification in risk map ~

RSK_000002

5 Almast certain | [ ] - Amost certain | | ]
4 Likely | § Liksly L
o ederte T [EETT—p— = Mossrte x
H srkeh E
§ unskere [ £ ey |
3 ~ I P -
S ) I A
2018 ¢ & #F F
afz02019 &j & @& e AR
Completed & Ca & <f
Damage mpact Camage Impact
8 Risk analyses =va

iris ID Impact (qual.) Likslihood (qual.} Risk trsatment option

RKA_000108 Severa Moderate Risk Mitigaton ! modication -

Figure2 New menu design

In addition, short descriptions of the various suéntries have been added to the drojlown menu, which opensvia
mouse-over effect. This makes it easier for every (new) iris user to see which functions and use cases are hidden behind a
sub-entry.

kR Emergency = Measures i Documents

Risks

Risk treatment options Create and manage risk treatment strategies

Risk categories

Figure3 Mouseover effect Display of the sukentries with short descriptions
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2.2 Timerelated configurable user notifications

As a further innovation, timerelated notification rules can now be defined. These supplement the exiséwmgntcontrolled
notification rules that are triggered when changes are mattea dataset or a newdatasetis created. With the help of the
time-related notification rules, it is now also possible that X days/weeks/months/years before or after a date an@xact
date, notifications are sent to the responsible user(s). Regarding the aatedition, all date fields that are available in ibi
systems iris can be selected (incl. custom fields of type date).

Rule definition
Dataset type (*)

Finding
Modification of

Deadline

Condition

Is equal

v

N | Days before

User action (*)

Date

Figure4 Time-related rotification rule using the example of findings

There are eleven predefined standard rules which are delivered with the nelwase (sefable 1). As with the eventdriven

notification rules, an individuamail hint can be defined for the new type of notification rules and the rules can be activated

or deactivated via thdifecycle attribute.

Request A request in my responsibility has no| The user is informed if a requesh his responsibility is still unprocesse|
been processed within the first 7 day] 7 days after submitting the request.
since the request was submitted
Finding Deadline for a finding relevant to me| The user is informed when the deadline for a finding is due in 7 da
is approaching in 7 days and the finding isin his responsibility or he is responsible for a mgire
linked to the finding.
Assessment Assessment can be closed now The user is informed when he is registered fan assessment for the
assessmentlosingand the closingperiod starts.
Assessment Assessment needs to be closed withii The user is informed if he is registered for an assessment foe
the next 7 days assessment closing, the assessment is olsedyet and the closing
period ends in 7 days.
Document Validity of a document in my| The user is informed when the validity of a documenin his
responsibility is expiring in 30 days | responsibility expires in 30 days.
Measure Deadline for a measureelevant to me | The user is informed when the deadline for a measure is due in 7 dg

is approaching in 7 days

and he is responsible for the measure or he has been entrusted w|

the implementation of the measure.

Emergency Event

Emergency event in myesponsibility
occured 14 days ago and has no
been closed yet

The user is informed if he is responsible for an emergency event o
related measure notlosedyet and the emergency event has nobeen
closedyet, it was not a drill and the emergency evemtccurred 14 days|

ago.

Assessment block|

Assessment needs to be finishe
within the next 7 days

The user is informed if he is entered as an assessor for an assessn
that has not been closed yet and the assessment period for ar

assessment block assigned him ends in 7 days.
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Assessment block| Assessment can be assessed now The user is informed when he is entered as an assessor for
assessment and the assessment period for an assessment bl

assigned to him begins.

Incident Incident in myresponsibility occured | The user will be informed after 14 days if he is responsible for
14 days ago and has not been close( incident, a related measure not implementeget or a related finding
yet not closedyet and the incident has not been closeget.

Compendium Validity of a compendium in my| The user is informed when the validity of a compendiunm his
responsibility is expiring in 30 days | responsibility expires in 30 days.

Tablel Predefinedime-relatedstandardnotification rules
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2.3 Implementation of a professionalesponsibility

Tocreate a distinction between the responsibility for tliatasetin ibi systems iris and the professional responsibility in the
real world, a new field for the professional responsibility was added to the master data for all relevant entity types. The

professionalresponsibility can be assigned either to a user or ta antry from the personregister. The new attribute is

purely informative and, in contrast to the responsibility of tliataset has no influence on the accegsermissionfor the

dataset The caption of the professionalresponsibility was adsted for the different entity types. For example, the

professionalresponsibility of a risk is called®sk Owner'. The corresponding attribute can also be added as a column in

the list view and used in thelatasetfilters.

@ My iris B Repository o Architecture r# Indicators E Assessments

A Risks

K2 Emergency

= Measures

Risks Manipulation von Mobiltelefonen Master data

Manipulation von Mobiltelefonen

Overview Master data Monitoring History
Data
General
ins 1D Caption (*)
RSK_001063 Manipulation von Mobiltelefonen
Topics Responsibility
-Q ibi systems GmbH €3 . &

Subject areas

Figure5 New field for the professional responsibility using the example of risks

The attribute for the professional responsibility availablen the master data of the followinglatasettypes:

Compendia
Requests
Assets
Processes
Indicators
Assessments
Findings
Incidents
Risks

© O N o Ok wDdhPR

=
o

. Emergency scenarios

[EEN
[EEN

. Emergency events

[EEN
N

. Measures

=
w

. Documents

Keywords

Risk Owner

-Q
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2.4 Extension of the assessment automations
The assessment automations have been improved by two new features. These are, on the one hand, the implementation
of measurerecommendations for the individual controls and, on the other hand, the mass deduction of measure

recommendations of an assessment.

The validity ofthe assessment automations of type measurecommendationcan be defined not only for a whole
assessment but also for individual / sevei@ntrols.

(New assessment automation)

x
Data
General
Type Valid for the whole assessment Valid for the following controls
Measure recommendation v Personenbezogene Daten €9 Ver-

traulichkeit €3 Integritat € Ver-
fugbarkeit € Q,

Caption (*)

A01.050.b Unberechtigten Zugriff auf das Passwort von technischen |
Variable definition

a Personenbezogene Daten (Schutzbedarf

Delete
b Vertraulichkeit (Schutzbedarf) Delete
c Integritat (Schutzbedarf Delete
d VerfUgbarkeit (Schutzbedarf) Delete
+ Add variable
Formula (%)
(Equals(Value(a),'1") || Equals(Value(a),2") && (Equals(Value(b), '1") || Equals(Value(b),'2") || Equals(Value(b),'3")) && Equals(Text(e), 'Dienstliche
Kommunikationsdaten (Intern)')
7~
Measure recommendations
Deduce automatically when assessment is closed
A01.050.b Unberechtigten Zugriff auf das Passwaort von technischen Usern verhindern Delete
+ Add measure recommendation
Save Save and open Cancel

Figure6 Measure recommendations for controls and whole assessment

By assigning the validity of theneasure recommendationso individud controls, the measures can now also be deduced

from the controls and not only across the board for the whole assessment. Each control can contain different measure
recommendationsdepending on the definition of the automations.
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Application Security Check

Overview Master data Scheduling Assessment content Perform assessment Closing Recommendations History

I Schutzbedarf A~ B~

Q

Findings

Caption of the assessment block

ety Personenbezogene Dalen () > Dienstliche Identifika : i~ A~ =~ Rk~
» Quick-Check + Deduce suggested measure

Comment +Add new measure

+ Deduce measure from compendium
+ Map existing measures sk
+ Import measures

Gather measure implementation offline (Excel)

Upload offiine gathered measure implementation (Excel)

Figure7 Deduction of suggested measures for a control

In the "Recommendations" tab, you can find both the overatleasure recommendation®f the assessment and the
measure recommendationsf the individual controls. At the deduction in this list viewmeasure recommendationshat
are attached to a control are linked to the respective control. For better clarity, there is a new column "Origin", whietssho

where a measure recommendation aginates from.

Furthermore, several measures can now be selected at once from the measecemmendationsof an assessmentia

multi-select andbe deduced via the button 'Multi- Edit'.

Assezsmants  Application Security Check [DE] - Autodesk CAD Client  Recommendations.

Application Security Check [DE] - Autodesk CAD Client EEd i w e €= >

wervew Master dala Scheduling Assessment content Pertorm

Mul-Edt - o ©egotes - B Laod - O

Deduce suggested messures

Decucs automatically when assessment is closed

Applcation Seouity Chek [DE] - Autodesk CAD Clie

peck [DE) - Autodesk CA

Figure8 Mass deduction of measure recommertias

During the (mass) deduction of the measures, a pagp window opens for entering the attributes for the master data of

the selected measures. For example, the same affected process can be stored for all selected measures. However, the
caption and descriptio of the measures cannot be defined across the board, as these are taken from the template
(=compendium chapter) of the respective measure. After the (mass) deduction of the meastinesdeduced measures

can be seen on the overview page of the assessmanthe corresponding widget.
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Assessments  Application Security Check [DE] - Autodesk CAD Client  Recommendations

Application Securit  perive measures from template

Ovenview Master date  pagy
Multi-Edit ~ General
e iris 1D Caption Keywords
ERRICSICNSE | Topics Responsibliity Measure Owner
Glenk -Q Christian Ritter @ . o5 -Q

» Aplcalionse | |\ . ) @

Client
Active v

Properties
Measure categories
-Q

Priority @ Deadiine One-time costs Yearly costs

Fundamentals

Chapters Compendia

- -a

Affected slements
Affected assets Affected asset categories
-Q -Q
Affected processes Affected process categories
-Q -Q
Affected organization units Affected compendia
-Q -Q
Affected chapters
-Q

n 20 50 100
Ok

Figure9 Pop-up window for entering master data when deing measures

Cancel
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2.5 Extension of assets with BIA functionality

The BlA6tab, which was previously only found for the processes, has now also been integrated for the assets with the
same functionality. In the standard configuration, the inheritance of the information in the BIA for the business impact
(actual) is analogous tahe inheritance direction of the protection requiremena the actual business impact can be

inherited both from downstream assets and from linked processes, depending on which of the values is the lowest

(minimum principle).

@ My iris B Repository ot Architecture r# Indicators B Assessments i Findings A Risks ki Emergency = Measures

Assets Backupserver BIA
Backupserver
Overview Master data Modeling Protection requirements BIA BCM Recommendations History
Data

Business impact (actual)

High Very high
> 8 hours > 24 hours

s i) i)
4 hours s i) i)
Low Medium High Very high
Finanz
Ostern
Feiertage
Tag der Deutschen Einheit
Weihnachten
Feiertage in Bayern
Business impact (own)
Low IMedium High Very high
Violation of laws/rules/contracts = 0 hours >4 hours > 8 hours > 24 hours
Negative internal or external effects =4 hours > 8 hours =24 hours >3 days
Financial effects = 0 hours >4 hours =24 hours =3 days
Low Medium High Very high
Finanz = = = =
Ostern = = = =
Feiertage - = - R

Tag.der Deutschen Einheit - = = -

Weihnachten - - - -
Feiertage in Bayern - - - -

Recovery

Recovery Point Objective (RPO) Maximum Tolerable Downtime (MTD)
Default - 08:00

FigurelOBIA functionality for assets
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3 Overview of all new functions and improvements

3.1 Comprehensive aspects and usability

Caption

Description

Virus scanner

Extension of reports and

dashboardswith documents (incl.

upload together with XML
definition)

Rework of QuiclkHelp

Azure AD connection

Extension of the displapame for
personswith job title and
organization unit

Asset/process categories as
affected elements

It is now possible to connect a virus scanner to check files for malicious code wingnading
them into a document datasetThe virus scanner checks files uploaded manually by a user
well as files provided through the API.

/ Application server

Browser/API L File system

Virus scanner
e.g. ClamAv

-

The reports anddashboards have been extended by the possibility to store documents. Th

for example, a manual or an example report can be added.

(Now raport tomplate] e 9

Allowe rapartformats,

The QuickHelp has been fundamentally reworkednd adapted with special regard to the new

functionalities In addition, the readability of graphics has been improved.
With the new release, the Azure AD connection for single sign is also possible.

In all columns of the list views in which persons can be output, fbé titlesand organization
units of the person are displayed in brackets, separated by an "@", in addition to the first ¢
last name. The prerequisgtfor this is that at least ongob title and/or organization unit is stored
for the person. This new feature makes it possible to distinguish between persons with the si
name atfirst sight.

PER 000009 Maria Musterfrau (Head of department @_ibi systems GmbH)

PER_000108 Mario Dittrich

For alldatases that have affected elements, affected asset and process categories can how
be selected. The advantage of this is that a category can be assigned watasetand thus

individual assets/processes do not have to be maintained. Howevere is the restriction that
no recommendations for risk analysis by protection requirements can be displayed for the ri

as the categories themselves do not have any protection requirements.

ibi systems GmbH
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Extension of the Excel impohy
referencing to linkeddataset

Performance optimization for
reports & dashboards

New standard field “Professional
responsibility” in master data /
profiles

Restart optimization

Custom fields for tree structures
with (optional)subtree filter

Multi-select for topics

Affected elements

Affected assets Affected processes

-Q : -Q

Affected organization units Affected compendia
Q -Q -Q

Affected chapters

-Q

The import functionality has been extended for the followindatases by the possibility of
referencing with otherdatases:

Chapter import:Incoming chapters, outgoing chapters, documents.

Asset import: Fundamental compendia, fundamental chapters, documents
Process importFFundamental compendia, fundamental chapters, documents
Finding import:Fundamental compendia, fundamental chapters, documents

Risk import: Fundamental compendia, fundamental chapters, documents, indicatc
(monitoring),assessmentemplates (monitoring), control templates (monitoring), findings, risk

measures (risk), meases (risk analysis)

Measure import: Fundamental compendia, fundamental chapters, documents, indicatc

(monitoring),assessmentemplates (monitoring), control templates (monitoring), measures

Assessment importtundamental compendia, fundamental chapterdpcuments (ssessmer)t
documents @ssessmenblock), documents (control), findings $aessmen findings &ssessment
block), findings (control), measures gsessmernt measures (control), risks ggessmen risks

(control)

Waiting times when generating large reports or displaying complex dashboards have be

reduced to some extent.

In the master data of all relevantiataset types, a new, purely informational field for the
professional responsibility has been added. Both a user and a person/company can be sele
here. The corresponding field can also be added as a column in the list view and used

filtering.

@ My iris B Repository % Architecture (% Indicators B Assessments i Findings Ky Emergency 2= Measures

Risks Manipulation von Mobiltelefonen Master data

Manipulation von Mobiltelefonen

Overview Master data Monitoring History
Data
General
iris ID Caption (*) Keywords
RSK_001063 Manipulation von Mobiltelefonen

Topics Responsibility Risk Owner
-Q ibi systems GmbH € 4. & -Q

Subject areas

The application is now brought out of standby via a "wake up script" during the night. T|

shortens the waiting time when the application is called up for the first time.

With the new release, it is possible to configure custormgpecific attributes of the entityypes
of compendium chapter and topic. These are alwagmgleselection fields that refer to the tree
structure of the respective entity types vihe element browser. The selection options availab
to the user can be limited via subtree filters (via the configuration) (cf. new assessment re
types ofchapter and topic in chaptes.6).

Topics can now also be added via mulielect instead of singleselect as before.

ibi systems GmbH
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Modernization menu design

Update DevEpress to version 22.1

3.2 API extension

Caption

The new menu design is more compact than the previous one and includes icons and sk

descriptions of the menu items (see chaptér)

For DevExpress, the update to the latest version 22.1 was performed.

Description

API extension: Documents

API extension: Assessments

API extension: Persoregister

It is now possible teaccessDocument® vi a APl . The

1. Create a new document of the reference type
2. Create a new document of the URL type

3. Create a new document of the file type

4. Add file to a document of type file

Document v1

/api /Documents/v1/References Crealsanew

/api /Documents /v1/Url Creals s nsw ui

/api /Dacumants/v1/Upload Craals new meta data or a e

/api/Documents /v1/Upload/ {uploadId}/File Creale s newlis.

avali

Il abl e

The API for the assessments has been adjusted since the last relaageextended with the

possibility of editing and reading out control results:

1. Create a new assessment

2. Create a new externahssessment

3. Add existingassessmentemplate to assessment

4. Add existingassessmenblock template to theassessment
5. Add assessoto assessment

6. Add assessoto assessmenblock

7. Add reviewer toassessment

8. Add reviewer toassessmenblock

9. Add assessmentlosing

10. Update control result

11. Retrievecontrol result

Assessment vi

v1/Blocks/{ }/Assassors Update the details for e assessor for an 3

/api/Assessments/v1/Blocks/{externalld}/Reviewers Lpiat iha dotaik for e raviewsr for an assassmont block

/g Externalld}/Blocks/ tBlockTempl nalid}/Paints
/{assessmentPointTemplateExternalld}/Result

Jopi /g 11d}/Block 1 nalld}/Points
/{assessmentPointTemplateExternalld}/Result

/api/assessments /v1/Externals Craate s new extamal sssessment

/api/Assessments/v1/Farms Croaloa naw form assassmen

/api/Assessments/vl/Forms/ {externalld}/Inport/Templates/Form Usdale fie delals for an fom assessment wih a lemplede.
/api/Assessments/v1/Forms/{externalld}/Inport Templates/Black Upsiain iho detais for an assassmont block with a tampéala
/apifAssessments/vi/Forms/{externalld}/Assessors Updals the dotals for an assassor for an fom assessmen

/api/Assessments /v1/Forms/{externalld}/Reviewers Updiata the detais for a reviswar for a form assassment

/api/assessments/v1/Farms/{extarnalld}/Closers Updalo iha do

& for a closer far & form assessmenl

It is now possible toaccessthe person registervia API. The available API requests are list|

below:

1. Retrievedetails of an entry from the person register
2. Search for adatasetin the person register

3. Create a new entry in the person register

ibi systems GmbH
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Extension of the asset API to
include modeling

3.3 Notification rules

Caption

PersonRegister vi
[ cer W isters/vi/{ 14}

EE /opispersonregisters/vi/Find Find a persan rogistor

S /3pispersonksgisters/vi Crosoanow porson registe

upstream / downstream assets.

Asset v1

m /api/Assetsful/{externalld} Resieve the detals for an assel.
/api/Assets/vi/{externalld) Updat the oot foran st

B /evi/assetsiv1 creste snowasset

AN /opisnssetssur{externalid) Model1ing Revieve the oetals for e modelig of an asset.

[“rost [T R TE———— .

stream connection of ws assels.

JapifAssets/v1/{externalld}/Model1ing/DannstreanedAssets/ assetExternalld} Updsis e detals for @ Gown siream connection of wo sssets.

/api/Assets/vl/{externalld}/Hodel. nalld} Deeiea o asets

DS /apisassetssui{external1d} Model1ing/LinkedProcesses. Cresle 3 pew ink between an 3sset and & process.
fapifAssets/vi/{externalld}/Model1ing/LinkedProcesses/ (processExternalld) Updals the detals for & irk between an assel and a process

ISR /o0i/nssets/vaf{external a}/madel Ling/LinkedProcesses/{proces sEXTernalld) Deise s bk betwesn an 338 30  process

[ cer | /{externalld)

JapifAssets/vl/{externalld}/ProtectionRequirements Updie the detals for he probecton mquirements lor an assel

rements Reliieve delsis for the prolecion requirements for an asset

| cer | /{externalld)/ rements, i for the inbesied " anasset
m Japi/Assetsful/{externalld}/Modelling/Upst Create wo assets.
fapd /{externalid}/Modell 1d} Un fora o of e st
IEEE0 /ovi/assets/v1/ (external 1d}/Hodel Ling/Upsts { 1} thw assats
Description

The APIs for assets have been extended by the possibility of modeling, i.e. linking assets

- [ 3

[ 3

- = &

Time-related configurable user
notifications

3.4 Report management

Caption

rules are delivered with the new release (see chape®).

Rule definition

Dataset type (*)
Finding v Date

User action (*)

Modification of
Deadline v
Condition
Is equal V' Days before v 5

Description

It is now possible to set a variety of timeelated notification rules. Eleven predefined standar

"Edit in Designer" in the action

menu

view.

In report management, reports can be edited directly in Designer via the action menu in the

ibi systems GmbH
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3.5 Person register

Caption

Report management i

Filter Filter settings ¥ ~

Search lem

And ' Lifecyce s equal N || Inactive v
- Add filtes v
Apply filter  Remove filter

Multi-Edit = 2 [ Expotas ~ B layout - O

iris 1D Caption 1 Default report format Version

Edit

Description

Excel mass import for person
register

3.6 Assessments

Caption

In the list view of the person register, itis now possible to impartltiple) persons or companies
via Excel. The prerequisite for this is that the user role of the user is assigned the approp

permission (seehapter 1.3.

[ Assessmesss A Findogs b Rk G Emegensy 2 Measus

Person register

=2

Apply e Ramave fiver

Description

Mass deduction of measure
recommendations

Removal of fields from control
templates

Extension of theassessment
content with mappings

In the list ofthe measure recommendationfor an assessment, several measures can be selec

via multiselect and deduced via "MuKEdit".

L]

During the (mass)deduction of the measures, a @p-up window opens for entering the
attributes in the master data of the selected measures. For example, the same affected pro
can be stored for all selected measures. However, the captiand descriptiors of the measures
cannot be defined across the board, as these are taken from the template (=compendit
chapter) of the respective measurdfter the (mass) deduction of the measures, the deduce

measures can be seen on the overview page of the assessment at the correspandidget.

In the control templates, the unnecessary input options for the "Default value" and the "Tar

value" have been removed for the result typetlsey dPersordand drganization unith

The following columns and filtera/hich can be stored by the assessors for the individual contr¢

have been added to the assessment content:

1. Findings
2.  Riks

3. Measures
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